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This report presents a detailed analysis of using orthogonally-polarized
noise-like radio signals for effectively jamming the radio-frequency signals that
control Unmanned Aerial Vehicles (UAVSs). These signals, characterized by a
broad frequency spectrum, are difficult to detect and suppress. Orthogonal
polarization allows targeted impact on UAV receiving antennas regardless of
their orientation, disrupting UAV-operator communication, stabilization,
satellite links, and video data transmission. The report discusses the adaptability
of Electronic Warfare (EW) systems to different UAV types and control
methods, highlighting the use of Software Defined Radio (SDR) technology.

OpTOroHaIbHO-NIOJIIPU30BAHI ITYMOIOAIOHI PaJAlOCUTHAIN MOXYTh OyTH
BUKOPHUCTaHI JIJI1 CTBOPEHHS CHEnu@IYHUX TMEepemKos, ki 3MyyiTs BITJIA
BTPATUTH 3B'SI30K 3 ONEpaTOpoOM, BIUTMHYTH Ha crabimizamiro BITJIA, 3B a30k 3i
CylyTHUKaMu  Ta  mnepefady  Bigeomanux.  IlymomoniGHi  curHamu
XapaKTEPU3YIOTHCS MUPOKUM CHEKTPOM YaCTOT, IO YCKIIAHIOE 1X BUSBJICHHS
Ta TPUIYIICHHS. BHUKOpUCTaHHA OPTOTOHAIBHOI TMOJIAPU3AIll  TO3BOJISIE
IIJISCTIPSMOBAHO BIUIMBATH Ha mnpuiiManbHl aHTeHn BIIJIA, He3zamexxHO Bin
iXHBOI Opi€eHTAIlI].

Cucremu PEDB noBuHHI OyTH THYYKMMH, 1100 aganTyBaTHCS O PI3HUX
tuniB BIUJIA Tta ixHiX MeToniB ympaBiiHHA. [Ins gaHux mineid moxe OyTH
Bukopuctana texnosoris Software Definition Radio (SDR), mani orpumani
nonepeaHbo mig vac BusiBieHHs BILJIA, mporpamHe 3a0e3mnedeHHs, sSIKE MOXE
reHepyBaTH HEOOXI1JIHI CUTHAJIM-3aBaJidi Ha OCHOBI BUSIBJICHUX JTaHUX Ta HaOIp
aHTEH BIJATMOBIJHO 1O Jlana3oHy BHUKOPHUCTOBYBAaHUX YacTOT Ta PI3HUX THUIIIB
MOJISIpU3aIlii.

VY Bumagky BUKOPUCTaHHI OPTOTOHAIBHO-TIOJIIPU30BAHUX IIYMOTION10HUX
paJiOCUTHAIIB ICHYIOTh TIEBHI BUKIIUKH:

- TOYHICTh HAIUTIOBAHHS: HEOOXIHO TOYHO HAIIIIOBATH CUTHAIA Ha
BIUIA, o Moxe OyTu CKIIaHO MPH X BUCOKIH MOOUTEHOCTI;

- noOlYHMI BIUIMB Ha BiacHI cucteMu 3B'si3Ky Ta BIUUIA. ¥V Bunaaky
BUKOPUCTAHHSA HAaNpaBJICHUX AaHTEH Ta pE3epBHUX 3aco0iB 3B’SI3Ky -
MIHIMI3Y€ThCS BIUIUB Ha BJIACHI 3aCO0M;

- JUIsl BEJIUKOI TIOTY)KHOCTI BHIPOMIHIOBAaHHS MOTPEOYIOThCS OLIBIII
CKJIJIHI Ta IOPOTOBAPTICHI MPUCTPOI, OTY>KHI Ta EMHICHI JKEpesa >KUBJICHHS.
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B Toit ke wac po3BuTok TexHosoriii PEB B KOHTEKCTI OpTOroHaIbHO-
MOJIIPU30BAHUX HIYMOTOMIOHUX pPaJllOCUTHANIB, BIAKPUBAE HOBI MOXKIJIUBOCTI
nutst 3axucTy Bix BITJTA:

- komOiHaiis 3 iHmmMu 3acobamu PEB Ta mpoTumnoBiTpsiHOI0 000pOHOIO;

- BJOCKOHAQJIEHHS aJTrOpPUTMIB [JIs1 OUIBII TOYHOTO BHSIBICHHSA Ta
npuaymeHas curaaiis BITJIA.

OpTOroHaNbHO-TIOJMAPU30BAHI IIYMOINOAIOHI PaJIOCUTHAIU € OJIHUM 13
METO/IIB PaI0CIEKTPOHHOI OOPOTHON Ta BUABJICHHS. J{J1s 3p03yMIJI0CTI IepeBar
Ta HEJIOIIKIB I[bOT'0 METO]1y, KOPUCHO MOPIBHATH MOTO 3 IHIIUMHM MiAX0aMH.

Uepes oOpToOroHaJibHYy  NOJISIpHM3allifo, I  CUTHAIM  e(EeKTHUBHIIIE
B3a€EMOJIIIOTh 3 PI3HUMHU TUIIAMU TPUIMaUiB, 3a0€3Meuyr0dr OUIbIl e€PEKTUBHE
NpUAYLIEHHS CUTHaIB yrpaBiaiHHsa BITJIA.

[IIyMono1i0H1 CUTHAIH 3 IIMPOKUM CHEKTPOM YCKIIaIHIOIOTh iX BUSBIICHHS
Ta MPUAYIICHHS BOPOKUMH cucteMamu. OpTOroHAIBHO-TIONSPU30BaHI CUTHAIIN
MO>KHA aJanTyBaTH IiJ pi3HI CLIEeHapli, 3a0e3Meuy0yu OLIbITY YHIBEPCAIBbHICTD
y BHUKOpUCTaHHI. TakoX JaHi CUTHAJM MOXYTh OyTH HaJalUTOBaHI TaKUM
YUHOM, 1100 MIHIMI3YBaTH BILUIUB HA HEBOPOK1 KOMYHIKAIIHHI CUCTEMHU.

Jlo HEeoJIKIB OPTOTOHAJIBHO-TIOISPU30BAHUX ILIYMOINOJIOHUX CHUTHATIB
CNi BIJHECTH CKiIaaHy peanmizanito 3aco0iB PEb 3 manumu curnamamu,
HEOOX1THICTh BHCOKOTEXHOJIOTIUHOTO OOJaHAHHS Ta CHEI[lali30BaHUX 3HAHb.
Po3poOka Ta BTIJIEHHS OPTOTOHAIBHO-TIOJSPU30BAHUX CHCTEM MOXE OyTH
KOIITOBHIIIOI MOPIBHAHO 3 Tpaauilitnumu merogamu PED.

TakuM  YWMHOM, BHUKOPUCTAHHA  OPTOTOHAJIBHOI  MOJspU3aIlii  Ta
IIYMOMOAIOHMX ~ paJloCUTHANIB  3abe3medye  3HA4YHI  MepeBaru y
pasloeNeKTPOHHINA OOpOTHO1, BKIIIOUYAIOUM MOKpAUIEHE MPUAYLIEHHS CUTHAIB,
CKJIQIHICTh JJIs BUSABIICHHS IPOTUBHUKOM Ta THYYKICTh 3aCTOCYBaHHs. B Toif ke
YaCc BHUKOPHWCTAHHS TaKHX CHCTEM CYMPOBOMKYEThCA TEXHIYHUMH Ta
OTEPATUBHUMM BUKJIHUKAMU, BKJIIOYAIOUU HEOOX1IHICTh BUCOKOTEXHOJIOTTYHOTO
o0JialHaHHs, BUCOKY BapTICTh IMILJIEMEHTAIIll, @ TAKOX MOTEHI[IMHUI BIUIUB Ha
IMBUIbHI KOMYHIKaliiHI cuctemu. Huxkde HaBeIeHO TMPUKIAL MOPOCTOL
nporpamu Ha MoBI Python, sika mMoxe BUKOPUCTOBYBATHCH JUIsi T€HEPYBaHHS

HIyMOIOIIOHMX CUTHAJIB 3a goromororo SDR HackRF:

from gnuradio import analog, blocks, gr, osmosdr

import time

class NoiseSignalGenerator(gr.top_block):

def __init__(self, sample_rate=1e6, frequency=2.4e9, gain=10):

gr.top_block.__init__(self, "Noise Signal Generator")
# Parameters
self.sample_rate = sample_rate
self.frequency = frequency
self.gain = gain

# Blocks
self.sdr_sink = osmosdr.sink(args="hackrf=0")
self.noise_source = analog.noise_source_c(analog.GR_GAUSSIAN,

amplitude=1.0)



self.throttle = blocks.throttle(gr.sizeof_gr_complex, self.sample_rate, True)
# Set SDR parameters
self.sdr_sink.set_sample_rate(self.sample_rate)
self.sdr_sink.set_center_freq(self.frequency)
self.sdr_sink.set_gain(self.gain)
# Connect blocks
self.connect(self.noise_source, self.throttle, self.sdr_sink)
def start(self):
gr.top_block.start(self)
print(f"Generating noise-like signal at {self.frequency} Hz with gain {self.gain}")
def stop(self):
gr.top_block.stop(self)
gr.top_block.wait(self)
print("Stopped noise signal generation™)
# Parameters for the noise signal
SAMPLE_RATE = 1e6 # 1 MHz
FREQUENCY = 2.4e9 # 2.4 GHz, common for WiFi signals/pilot channels
GAIN = 10 # Gain for the transmission
# Create a noise signal generator and start it
generator = NoiseSignalGenerator(sample_rate=SAMPLE_RATE,
frequency=FREQUENCY, gain=GAIN)
generator.start()
# Run the generator for a specified time
RUN_TIME = 10 # seconds
time.sleep(RUN_TIME)
# Stop the generator
generator.stop()
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