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This work is devoted to the issues of information security in information
networks, namely the analysis of intrusion detection and prevention systems
(IDS/IPS). The purpose of the report is a multi-criteria analysis of intrusion
detection and prevention systems, taking into account a set of quality indicators.
All considered IDS/IPS systems have their own characteristics, so the choice of
the optimal system will vary depending on the circumstances, conditions and
needs of a particular network.

CbOrojiHi €JIEKTPOHHI KOMYHIKallli, 30KpemMa IH(QOpMaLiiiHI MEpexi, €
KJIFOUOBOIO YAaCTHMHOIO HAmIOro KUTTA. [HpopmamiitHi Mepexl IIHPOKO
BUKOPUCTOBYIOTHCS B MOOYTI Ta PI3HUX Traiy3siX, TAaKUX SK HaBYaHHs, Ol3HEC,
1H(oKOMyHIKaIlil, BAPOOHUIITBO, KOMEPIIisi, PO3Barv, OXOpoHa 3J0POB’S TOIIIO.
Haii6inp11 3HauHO0 TTpo0sIemMoro iHpopMaIiiHux Mepex € o6e3neka iHdopmariii,
sKa TEpPelaeThCsl MEPEeXKer, a TaKoX 30epiraeTbCsi Ta OMNPALbOBYETHCS B
KIHIIEBUX TPHUCTPOsiXx Mepexi. OCTaHHIM YacoM KUIBKICTh 3arpo3 Ta aTak
CYTT€BO 301TBIIYETHCA, TOMY MUTAHHS 3aXUCTy iH(pOpMaIlii B 1HPOpMALIHHIX
MepeXax CTa€e BCe OUIbII aKTyalbHUM.

[lutanHa Oe3nexkd 1HPOPMALIMHOI Mepexl € OJHUM 13 HaWOUIbII
BaxuBimmx. CamMe TOMy Il NOMNEpPEKEHHS aTak, MiHIMI3alil 3arpo3 Ta
3aXMCTy MeEpeX HEOOXIIHO BUKOPHCTOBYBATH HAMOUIBII TOTYXHI 3aco0u
oe3neku. Jlo Takux 3aco0iB BIIHOCATHCA CHEIlalbHI MPUCTPOi Ta MPOrpamMu, a
TaKOX METOJM MOHITOPUHTY, CIIOBILIEHHS Ta MEPEBIPKU MEPEKHUX 3’ €HAHb.
Cepen Takux 3aco0iB BETMKOI MOIMYJISPHOCTI TaKOX HAaOYJIM ChOTOJHI CUCTEMHU
BUSABJCHHS Ta 3amnoOirands BropraeHHsM (IDS/IPS - (Intrusion Detection
System /Intrusion Prevention System), siki [1al0Th MOXJIHUBICTh BHUSBUTHU
MEpEeXXHI aTaku Ta 3amo0IrTH BTOPTHEHHIO, 1€ JO0 TOTO SK BOHU 3aBIaayTh
IIKO/M Ta MPU3BEAYTh JO HETATUBHUX HACIIJIKIB.

MeTtoro nomoBifii € GaraTOKpUTEepiaJibHUN aHaJi3 CHCTEM BHSIBICHHS Ta
3armo0iraHHsl BTOPTHEHHSM IS 3aXxUCTy i1HdopmariitHoi mepexi. B mporeci
0araToKpuTepiaIbHOIO MOPIBHSIHHSA HEOOX1JHO BPaXxOBYBATH BEJHUKY KIJIbKICTb
napametpiB cucteM IDS/IPS.

B nam yac Ha puHKY icHye Oarato mpomosuiiii IDS/IPS [1]. CyuacHi
CUCTEMHU BUSBJIEHHS Ta 3amo0IraHHs BTOPTHEHb € JOCHUTh PI3HOMAaHITHUMH,
0a3yl0ThCsl HA BUKOPUCTAHHI PI3HUX METO/IB, ajie OKPiM IepeBar, MaloTh TaKOX
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CBO1 TIeBHI Hemomiku. LI HemoJMiKM MOXyTh OyTH TOB’s3aHI 31 CTPYKTYpOIO
CHCTEeM abo0 3 peali30BaHUM METOJIOM BHSBJICHHS BTOPTHEHb [2].

Came Tomy BuOip ontuMainbHOi cuctemu IDS/IPS mist 3axucTy KOHKPETHOT
iHpopMaIlifHOT Mepexi 3 ypaxyBaHHSIM CYKYITHOCTI TOKa3HUKIB SKOCTI Ta
0COOMBOCTEM MeEpexi € JOCHTh CKJIaJHOI0 3aaauyeio. KommaHii MOXyTb
BUOWpATH 3 HU3KU HEJOPOTHX 1 MOTYKHUX pimeHsb IDS/IPS, saki BinmoBiga0Th
pPI3HOMAHITHUM IOTpedaM - BIJ CcTapTamiB 3 OOMEKEHHM OIOJKETOM JI0
I00aJbHUX MIANPUEMCTB. Jlesiki 3 HUX € OKpEeMHMH PINICHHSAMH, a 1HII —
GYHKIIAMH, AOJAHMMM [0 IHIIMX MHOPOAyKTiB Oe3meku [1]. YV mepeBaxkHiii
outbmocTi cuctemMu IDS/IPS BUKOPUCTOBYIOTH MO€AHAHHS PI3HUX pIIIEHH Ha
0a3i cuHTE3y BIAMOBITHUX METOIB [2].

3azguuaii mnpu  BUOOpl onTuManbHOi cuctemu IDS/IPS  Tproma
HalBAXKJIUBIIIMMU (PAaKTOpaMH MPU NPUUHATTI PIIEHHS € (PYHKI[IOHAJIBbHICTD,
HaIHICTS 1 1iHa [3].

B po6oTi mpoBeeHo oriisia Ta aHami3 Haloutem cydacHux cuctem IDS/IPS
3a Bepciero [1]: AIDE, BluVector Cortex, Check Point Quantum IPS, Cisco
NGIPS, Fail2Ban, Fidelis Network, Hillstone Networks, Kismet, NSFOCUS,
OpenWIPS-NG, OSSEC, Palo Alto Networks, Sagan, Samhain, Security Onion,
Semperis, Snort, SolarWinds Security Event Manager IDS/IPS, Suricata, Trellix
(McAfee + FireEye), Trend Micro, Vectra Cognito, Zeek, ZScalar Cloud IPS. B
poOOTI TMPOTIOHYETHCS TOPIBHIOBATH 111 CUCTEMHU 3 YypaxyBaHHSIM TaKUX
MOKa3HUKIB SKOCTI: MIATPUMYBaHI MIATGOPMH Ta MPUCTPOI, TUIH BUSBICHHS
3arpo3, BapTiCTh, BIIKPHUTICTh KOAY, MacIITaOOBaHICTh, EMHICTh, HEOOXITHICTh
JIOJIATKOBOTO amapaTHOrO0 YW MPOTPAMHOTO 3a0€3IMEUeHHS, 3aTPUMKa, THUI
inentudikatopy (HIDS, NIDS), interpamiss 3 iHmumu 3acobamu Oe3mexw,
3pY4HICTb 1HTEp(DEiiCy.

VYei posrisinyTi cuctemu IDS/IPS matoth cBoi 0cOOJMBOCTI, MepeBaru Ta
Henoiku. ToMy BUOIp HaMKpalioi cUCTeMU OyJie 3MIHIOBATHChH B 3aJICKHOCTI
BiJl 00CTaBMH, YMOB Ta OTPEO KOHKPETHOI MEPEKI.
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