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AUTOMATION SYSTEM FOR PRODUCT IDENTIFICATION
BASED ON THE INTERNET OF THINGS TECHNOLOGY
Khrustalova S., Sliusar A., Khrustalev K., Zamirets M.

The purpose of the study is to increase the efficiency of identification of finished products
in production. The object of research is the process of product identification using loT technology.
The subject of research is a software tool for product identification using 0T technology.
The methods and technologies of product identification are analyzed. The existing commercial
solutions for loT-based product identification systems are reviewed, their structure, technical
parameters, functionality and features of their use are investigated, and the advantages
and disadvantages of these systems are identified. A structural diagram and algorithm for the
operation of the product identification subsystem have been developed. The components of the
system are selected, their design and functional features are described, and their technical
characteristics are given. The system is implemented as a web application that provides automated
collection, processing and transmission of information about identified products for further
monitoring and analysis of this data.

With increasing competition and changes in the production environment, new
approaches to production management and control are needed. The Industrial Internet
of Things (11oT) allows collecting and processing large amounts of data in real time,
which ensures a quick response to changes and optimization of production processes.
This study focuses on existing methods, technologies, and systems for automated
accounting and identification of finished products, as well as the possibilities
of their improvement using 10T technology.

Product identification systems are complex technological solutions that enable
accurate identification and tracking of products at different stages of their life cycle.
The main components of such systems are:

a) product identifiers:

1) barcodes — graphic images consisting of black and white stripes of
different thicknesses. Each bar or gap between them represents certain information
that can be read by a special scanner;

2) RFID tags (Radio Frequency ldentification) — tags that use radio waves to
transmit information to the reader. They can be active (with a built-in power supply)
or passive (powered by the reader’s field);

3) NFC tags (Near Field Communication) — tags that allow the exchange
of information over short distances (up to 10 cm), usually used in mobile devices;

4) QR codes — two-dimensional codes that can store more information than
barcodes. They are easily read by smartphone cameras and special applications;
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b) means of reading identifiers:

1) barcode scanners — devices that use a laser or camera to read information
from barcodes;

2) RFID readers — devices that read information from RFID tags using
radio waves. They can be stationary or portable;

3) NFC readers — NFC-enabled devices or mobile phones that allow
you to read information from NFC tags;

4) cameras for reading QR codes — mobile phones or other devices with
a camera that use special applications to recognize QR codes;

c) databases and data management systems:

1) databases — systems for storing information about products, including
their identifiers, characteristics, location, etc. They can be local or cloud-based;

2) database management systems (DBMS) — software that provides creation,
management and access to databases.

3) application programming interfaces (APIs) — tools for integrating
identification systems with other enterprise information systems, such as ERP
(Enterprise Resource Planning) or WMS (Warehouse Management System);

d) software for processing identification information:

1) software for reading and processing data — programs that allow reading
information from identifiers, transferring it to the database and processing it;

2) analytical tools — software for analyzing the collected data, which allows
to receive reports, identify trends and make informed decisions based on the data;

e) network equipment and infrastructure:

1) network routers and switches — devices that connect the components of
the identification system to each other and to other enterprise systems;

2) wireless networks (Wi-Fi, Zigbee, Bluetooth) — technologies for data
transfer between mobile and stationary components of the system.

In general, product identification systems are based on the integration
of hardware and software components that ensure accurate and efficient
reading, transmission, storage, and processing of product information.
Implementation of such systems allows to increase the accuracy of accounting,
reduce the risk of errors, optimize logistics processes and increase the overall
efficiency of enterprise management.

Product identification process

The devices that make up the subsystem of interaction with the environment
must read the necessary parameters and transmit them for further processing.
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In today’s world, automatic identification and data capture (AIDC) technology
exists to perform such tasks. This term refers to methods of automatically identifying
objects, collecting data about them, and transferring it directly to computer systems
without human intervention. An object identifier consists of information that allows
you to establish an association with this object. This information can be presented
in the form of an image, sound or biometric parameters of a person.

The task of automatic identification is to obtain data by processing an image
or electromagnetic waves. To collect the data, a converter is used that converts the
received information in the form of an image or audio recording into electrical signals
that are further processed by a computer. The computer compares the incoming
information with an existing database or independently identifies the object.

Data acquisition can be performed using various methods. The following are
the existing technologies for automatic object identification and data collection:

— barcode

— radio frequency identification (RFID)

— magnetic stripe;

— optical character recognition (OCR);

— smart cards;

— Vvoice recognition.

Among these technologies, barcodes, radio frequency identification and optical
character recognition are widely used to identify food and non-food products.

Optical character recognition is often used when working with documents, but
there is also the practice of identifying goods by the image of the packaging.
This method is convenient because the user only needs a camera connected to
a computer system that will process the image. However, the problem is that it
requires a powerful neural model that has been trained on a large number of photos
of various products to work correctly. Given the dynamism of the retail market,
the emergence of new products, rebranding, or changes in packaging design,
the model needs to be constantly updated. This leads to significant time spent on
creating and updating the product image dataset and keeping the model up to date.

Product identification is a broad category of labeling that includes functions
such as product traceability, brand protection, and how to display information
about the product.

The vast majority of food and non-food products produced for retail are labeled
in accordance with international standards.
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Using Internet of Things (110T) technology
in product identification systems

The Industrial Internet of Things (I1oT) is a network of interconnected
computer systems and connected production facilities with built-in sensors and
software for data collection and exchange. These systems enable remote monitoring
and control in an automated mode without human intervention.

The use of 10T technologies in finished goods accounting systems is important
for enterprises seeking to improve the efficiency and accuracy of production
management. The analysis includes various aspects, such as the use
of sensor technologies for accurate data collection, means of ensuring reliable
communication, as well as innovative solutions to optimize the management
and control of finished goods.

The 10T technology review covers the study of advanced tools used to connect
and control industrial processes. This includes the use of various sensors, data collection
and processing tools, and networking technologies for efficient information exchange.

Sensor technologies are used to measure parameters of production processes,
such as temperature, pressure, humidity, etc. This data provides accurate and
timely information for management decision-making.

Data collection and processing tools organize and analyze large amounts of
information coming from sensors and other sources. Data analysis helps to identify
trends, predict production scenarios, and increase the efficiency of production processes.

Network technologies provide communication between all devices
and production systems, creating a single structure for data exchange. This includes
the use of cloud services, 10T protocols, and other innovative methods of information
transfer. Communication technologies, such as 5G, NB-IoT, and Wi-Fi, determine
the speed and reliability of data transfer between devices.

Cybersecurity in the context of 10T is a critical aspect, as the growing number
of connected devices requires secure information exchange in industrial networks.
Protecting the confidentiality and integrity of data is a key cybersecurity objective.
The use of data encryption helps prevent unauthorized access to confidential
information. Controlling data integrity helps to avoid changes or loss of important
production data. Authentication and authorization play an important role
in implementing cybersecurity in the IloT, allowing you to verify the identity
of devices and users and manage access levels to systems and data. Measures to
protect against attacks and vulnerabilities are important for the security of IloT
systems. Regular monitoring and analysis of potential threats allows you to respond
to possible attacks in a timely manner and prevent their consequences.
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Benefits of implementing 10T in finished product accounting systems:

— real-time monitoring: 10T technologies allow you to constantly monitor
finished products in real time, quickly identify deviations, manage inventory
and respond to changes in the production process;

— accuracy and automation of accounting: automated systems based on IloT
ensure high accuracy of finished goods accounting, avoiding errors that occur during
manual accounting and providing reliable data;

— optimization of inventory management: 10T systems allow you to effectively
track and manage the level of finished goods inventory, avoid excessive stocks,
reduce warehouse maintenance costs and improve production planning;

— product quality assurance: monitoring of product quality parameters using
sensors and IloT tools allows for prompt detection of quality deviations, which
facilitates timely intervention and improvement of the quality of finished products;

— cost reduction and optimization of production processes: automation with the
help of IloT technologies simplifies many production operations, which reduces labor
costs and optimizes work processes;

— improving data-driven decisions: collecting and analyzing large amounts
of data creates productive analytical tools that improve decision-making in the
management of finished products;

— ensuring cybersecurity: 10T technologies can include cybersecurity measures
that protect finished goods data from unauthorized access and cyberattacks.

Implementation of IloT technologies in finished goods accounting systems
helps to increase the efficiency and competitiveness of the enterprise.

Figure 1 shows examples of 10T systems.
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Fig. 1. Examples of IloT systems
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Overview of existing commercial solutions
for 11oT-based product identification systems

The world’s largest retail chains, such as Wal-Mart Stores Inc., Tesco PLC,
and Metro AG, have already recognized the benefits of RFID and are actively
implementing it in their distribution centers and warehouses. For example,
40 factories of Ford Motor Co. are equipped with radio identification systems.
The British company Tesco has installed more than 4 thousand first-generation
readers and 16 thousand antennas to collect data from the radio labels of goods
passing through the dock gates of its English warehouses. Tesco also uses radio
frequency tags on Gillette razor blades, which allows it to track every product in the
warehouse and on the sales floor. If the effectiveness is confirmed, radio frequency
tags can be used for many products in the future. This will greatly simplify the work
of staff with information and improve customer service. With the help of RFID, it is
easy to determine the number of products on the shelves and their expiration date.

The German company Metro started a trial project in November 2005,
in which 100 suppliers installed RFID tags with destination data in 10 wholesale
stores and 250 warehouses. Metro’s first RFID project was aimed at solving the
problem of out-of-stock, which can result in an average loss of 8% of retailers’
annual revenue, which is about $93 billion a year. The use of RFID at the warehouse
level can reduce the number of out-of-stock items on the shelves by 15 to 20%.
The project was completed in October 2007, and all deliveries in the 180 German
Metro Cash & Carry and Real stores, as well as in the distribution centers and
warehouses of Metro Group Logistics (MGL), are fully automated. This was the
first example of large-scale practical use of RFID in Europe, which helped to save
about $28 million in 2007.

According to a study by the American system integrator Alinean, the use of
RFID in warehouses helps prevent errors in deliveries, increases order processing
speeds by 20 to 30%, and reduces operating costs by 2-5%, resulting in an increase
in annual revenue of 2 to 7%. RFID makes it much easier to track or locate goods in
the supply chain, which reduces losses at this stage by 18%.

Simon Langford, Wal-Mart’s global RFID strategy manager, estimates
that RFID and bar coding will coexist over the next 10-15 years. All the current
projects of the world’s largest retailers (Wal-Mart, Metro, Target) on the use
of RFID technology are limited to the use of tags for labeling pallets, boxes
and crates of goods. In particular, in June 2003, Wal-Mart demanded that 100
of its largest suppliers switch to RFID technology for labeling boxes, crates and
pallets by 2005. In August 2003, Wal-Mart announced that by 2006 all suppliers
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would be required to use RFID tags to label boxes, crates, and pallets to ensure
a more efficient system of interaction.

In late April, Wal-Mart launched an RFID pilot project in its distribution center
and seven centers on the outskirts of Dallas, Texas. This decision is important for
the further implementation of this technology. According to Sanford C. Bernstein,
after full implementation of RFID technology, Wal-Mart will be able to save up
to $8.4 billion annually by reducing manual labor, eliminating sales losses from
out-of-stocks, and increasing the efficiency and transparency of its supply chain.

History shows that if Wal-Mart makes a decision, everyone else follows suit.
In the 80s, Wal-Mart played a crucial role in the spread of barcoding technology.
Although barcodes were standardized in 1973, by 1984 only 15 thousand product
manufacturers were using them. After Wal-Mart’s intervention, by 1987, 75,000
suppliers were using barcodes.

Existing identification methods and technologies

Barcode identification technology

The barcode was invented in 1949 by Bernard Silver and Norman Woodland,
graduate students at the Drexel Institute of Technology. They received a patent
for their invention in 1952. However, barcodes were not used in retail until 1967,
when barcode scanners began to be introduced in grocery stores in the United States.
The principle of coding is that numbers and letters are represented as stripes
of different widths. Today, most barcodes are rectangular in shape, while the original
design included concentric circles of varying thickness.

Today, barcodes are widely used in various fields. For the average person,
they are best known for labeling goods in stores, which speeds up and simplifies
the process of delivering goods from the manufacturer through stores to the buyer.
But this is not their only use. For example, retail membership cards also use barcodes
to identify customers who shop at specific stores. This approach allows
for individualized marketing and a better understanding of the shopping pattern
from the store’s perspective.

The vast majority of existing methods of tracking goods are based on barcode
identification. For example, barcodes are used to mark rental cars, airport luggage,
waste at nuclear power plants, postal items, etc.

In the medical field, barcodes are widely used. They are used both for patient
identification and for keeping medical records (recording each visit to the doctor in
a digital format). Even the prescription of medicines can be supported by a barcode
and read at the checkout in a pharmacy to display a specific list of medicines.
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Barcodes use a one-dimensional coding scheme. The stability of the code is
ensured by the height of the bars. That is, if part of the character is damaged,
the sequence will still be read correctly. This characteristic is very important, since
it is the product packaging that is most often damaged. The code contains information
about the manufacturer, product category, and product number. However, it does not
contain information about the price, production date, etc. It is only an identifier
that requires all the necessary information to be obtained from other data sources,
such as a store database or a manufacturer’s warehouse.

Types of barcodes

There are many varieties of barcodes, which are divided into two main types:
1D and 2D barcodes. One-dimensional (1D) barcodes are the most common and are
usually used on packages and labels. This type of coding is called one-dimensional
because the information is stored in one plane — the width of the bars and spaces.
The height of the bars does not matter for the information, but only ensures
the stability of the code. The longer the message, the longer the barcode.
One-dimensional codes are suitable for transmitting a small amount of information,
such as a product identification code, which can be used to retrieve all the necessary
information from a database. The most common one-dimensional barcode standard
in Europe is EAN-13, as shown in Figure 2.

17234567 " 890128

Fig. 2. An example of a message in the form of an EAN-13 barcode

It is worth noting that often the decoded information is placed under the
barcode for manual entry, for example, if the product packaging is damaged,
the cashier can manually enter the numerical code into the cash register system.

Two-dimensional (2D) barcodes are an advanced technology of
one-dimensional codes. They are also called matrix or two-dimensional barcodes.
The main difference is that the information is stored in two dimensions — vertically
and horizontally. Graphically, these codes look like a set of specially ordered dots,
squares, circles, or hexagons. A rectangular 2D barcode can contain thousands
of characters, which allows you to compactly place a large amount of information.
This is convenient for use in logistics structures, where the address, contact
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information, and names of the recipient and sender of the parcel can be placed
in the code [1].

The most common standard for two-dimensional barcodes is the QR code.
Due to their popularity, QR codes are supported by standard smartphone cameras,
allowing anyone to read the codes and interact with the information. For example,
by encoding a website address into a QR code, you can quickly navigate to the site
using your smartphone. Or, if the code, as shown in Figure 3, encodes the SSID
of a Wi-Fi network and password, the smartphone will try to automatically connect
to this network.

WIFI:5:<5SID>; T:<WPA|WEP|>;P:<password>;H:<true|false|>;
Fig. 3. Format of recording information in a QR code for connecting to Wi-Fi
Figure 4 shows an example of a QR code that contains the necessary

information to access a Wi-Fi network with SSID "Test WiFi" and password
"32168421".

Fig. 4. QR code with information for connecting to a Wi-Fi network

Two-dimensional barcodes have a significant advantage over one-dimensional
barcodes not only because of the amount of information they can hold.
Matrix barcodes are also error-correcting, which allows you to correctly decode
information even if the code is partially damaged. In particular, QR codes have built-
In error correction using Reed-Solomon codes, which are often used in computer
RAM controllers and when writing and reading information from optical disks.

Barcode scanners

To read information from barcodes, special devices are used — barcode
scanners. These are optical devices that decode data from printed barcodes and
transfer it to a computer or other processing devices. The scanner design includes
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a light source, a lens, and optical sensors that convert optical signals into electrical
signals. Scanners are also equipped with integrated circuit decoders that analyze the
barcode image and transmit the decoded data to the output port.

There are many types of barcode scanners, each suitable for specific tasks and
applications. For example, scanners can be stationary or portable. Stationary scanners
are typically used at cash registers, while portable scanners are convenient for
warehouses where employees can move from one item to another to scan. Modern
barcode scanners can be classified by the following technologies:

— handheld scanner

— laser scanner

— LED scanner;

— scanner built into the camera;

— omnidirectional scanner.

A handheld scanner looks like a pen with a built-in light source and
a photodiode. To read a barcode, you need to slide the pen across all the barcodes at
a constant speed. During the scan, the photodiode measures the intensity of the
reflected light and determines the width of the bars and the distance between them.
The black bars absorb light, and the white bars reflect it, allowing the photodiode
to generate a signal based on the level of reflected light. This signal represents
the barcode in the form of electrical impulses.

The main advantage of a handheld scanner is its compactness. However, the
scanning process is less convenient for large volumes of barcodes, as the user needs
to constantly run the pen over the barcode surface to read it correctly.

Laser scanners function in much the same way as pen scanners, with
the difference that they use a laser beam as a light source. In addition, they
use a mirror or prism to direct the beam after it is reflected from the barcode back
to the surface to be read. As with a pen scanner, a photodiode is used to analyze
the intensity of the reflected light. With both of these types of scanners, the light
emitted changes its brightness rapidly depending on the bars being read, and the
use of photodiodes to recognize the code by light intensity is only suitable for
pre-known signal modulation.

LED scanners (also known as CCD or LED scanners) use arrays of hundreds
of microsensors arranged in a row at the top of the scanner. Each sensor measures
the intensity of the light directly in front of it. Each individual sensor is very small
in size, but because they are arranged in a row, the output electrical signal is
generated by sequentially increasing the voltage across each sensor.
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An important feature of LED scanners is that they measure the intensity of
light around the white and black bars of the barcode. While the previously discussed
technologies measure only the reflected light of a certain frequency generated
by the scanner itself.

Camera scanners in mobile devices are considered an advanced method for the
average user to scan barcodes. For the most part, this technology allows you to scan
two-dimensional barcodes, such as QR or Data Matrix, using a smartphone camera.
Among such scanners, it is worth noting those that use high-quality industrial
cameras to capture and recognize multiple barcodes simultaneously. All codes that
fall into the camera frame are decoded immediately using ImagelD technology [2].

Multidirectional barcode scanners use a sequence of straight or curved lines to
scan in different directions, forming a star-shaped Lissajous to cross all barcode lines.
Most of these scanners use a laser as a light source. Unlike simpler linear scanners,
multidirectional scanners can read a barcode from any angle. Typically, these
scanners are used at supermarket checkouts, where products are scanned through
a glass or sapphire window. These scanners have proven themselves in commercial
environments and can range from short-range scanners to industrial conveyor
scanners that read information from a distance of several meters [3]. The operation of
such a scanner can be seen in Figure 5.

(with stand) (on table top)

Fig. 5. Beam scattering of a multidirectional scanner
It is this barcode scanning technology that is considered to be the most reliable

when codes are damaged, including poor print quality or damage to the barcode
surface. Figure 6 shows the types of RFID tags.
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Fig. 6. Types of RFID tags

Passive tags do not contain a battery. They use the energy that the
electromagnetic wave from the reader induces in the antenna to turn on the chip and
transmit data back to the reader. Passive tags reflect energy from the reader or receive
and temporarily store energy to generate a tag response to the reader. The tag’s
antenna absorbs the radio wave energy and directs it to the chip. That is, the larger
the antenna area, the more energy it can absorb or catch waves at a greater distance
from the radio wave source.

Active tags have their own power source, usually a battery, to run the chips and
transmit data to the reader. An active tag allows for weak reception and can generate
a high-level signal to transmit back to the reader. The active tag is in sleep mode until
it receives a wakeup signal from the reader. As soon as the tag receives the wakeup
signal, the storage medium enters the working mode. After the data transaction
Is complete, the tag goes back to sleep. Since active tags have a battery, they can
transmit data without requiring power from the reader. Therefore, they have
a much longer reading range than passive tags. On the other hand, because
they contain a battery, their lifespan is limited [4].

Semi-active or semi-passive tags, depending on the manufacturer, also have
a built-in battery. In this case, the battery is used only for the operation of the chip.
Like a passive tag, a semi-active tag uses the energy in the electromagnetic field to
wake up the chip and transmit data to the reader. These tags are sometimes called
"Battery Assisted Passive".
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Each tag has its own tag identifier (TID) programmed into it, which is a unique
serial number that is written into the tag by the manufacturer. The tag can also have
amemory bank for storing a unique identifier for tracking the product to which
the tag will be attached. This is called an electronic product code or EPC.

The EPC is stored in the chip’s memory and usually takes up 96 bits of data.
The first 8 bits are a header identifying the protocol version. The next 28 bits identify
the organization that controls this label (GS1 organization number). The next 24 bits
are the identifier of the class to which the product belongs. The last 38 bits are the
unique serial number of the tag itself. The last two fields are filled in by
the organization that manufactured the tag [5]. The entire code can be used
as a key to a database that identifies the item to which the tag is attached.

There is no universal label for all applications. In most cases, it is the
tag’s antenna that determines the application. Some tags need to work only in
a specific frequency range, while others need to deliver the best power when
attached to things that are not adapted to wireless communication
(e.g. liquids and metals). Antennas can be made of different materials. They can be
printed, etched, stamped with conductive ink, or even attached to paper with steam.

RFID tags with memory functions range from simple RO tags to tags with
intelligent cryptographic functions. There are tags that have a memory range from
a few bytes to about 4 MB of memory. It depends on what type of tag, passive
or active, is chosen and what standard was followed in its production.

An RO tag (read-only) has a pre-programmed serial number stored in
its memory. The serial number is specified during the manufacture of chips.
The user cannot change this serial number or write new data to the tag. When the tag
enters the reader’s query zone, it sends its serial number and will do so continuously
until 1t leaves the reader’s zone. Data communication is unidirectional; data cannot
be transferred from the reader to the tag. When using RO tags, the serial number
of the tag of the product with which it is associated must be paired with the
appropriate software [6].

RW-tag (read-write). This type of label involves writing new information
to the label or overwriting existing information. You can write information to the tag
only when it is in the read zone. At the same time, of course, you can read
information from the tag. RW tags usually have a pre-programmed serial number
that cannot be overwritten. But unlike RO tags, RW tags have a memory space where
the user can place their own information. The RW tag has limited write cycles
depending on the type of memory it uses.
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A WORM label (Write Once Read Many) is a label that is in between RO
and RW. The name implies that you can create a record only once and then read
it many times. When data is written to a label, it is locked, and you can only
read information from it [7].

RFID readers

RFID readers are devices that power tags and communicate with them
wirelessly and transmit data to software. These devices support bi-directional
communication with the devices to which the tags are attached within their range.
Readers can perform a large number of tasks, including simple continuous
inventory, filtering (searching for a tag according to specified criteria),
recording data in specific tags, etc.

RFID tag readers can identify and locate up to 1000 tags per second.
The readers can be stationary or mobile and use an integrated antenna to receive data
from the tags. Reader chips can be embedded in devices such as handheld readers,
smart vending machines, product tracking devices, mobile devices, etc.

Stationary readers must have an antenna that sends energy via radio waves and
data with commands to the tags. Since these readers are often used for automation,
they can support additional connections to external sensors or to light devices to
notify users when a reading is complete. Typically, these devices are connected to
a host or network to transmit data from the tags to higher-level applications [8].

Antennas that emit linear electric fields have a long range and high power level
that allows the signal to pass through different materials to communicate with the
tags. But linear antennas are sensitive to the position of the tags. Depending on the
angle or location of the tag, readers with linear polarization antennas may
communicate better or worse with the tag.

The choice of antenna is also determined by the distance between the RFID
reader and the tag to be read. The reader’s antenna can operate either in the near
field (short wave range) or in the far field (long wave range). In short-wave
systems, the tag is read at a distance of less than 30 cm and uses magnetic
communication to transfer energy. Also, in near-field systems, the quality
of communication is not affected by the presence of dielectrics such as water
or metal in the field.

In readers with far-field antennas, the distance between the tag and the
reader exceeds 30 cm and can even reach several tens of meters. Antennas of this
type use electromagnetic communication. Thus, dielectrics can degrade the quality
of communication between the reader and the tag.
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RFID reading distance

The maximum reading distance of a physical tag depends on the power
of the RFID reader, the power of the antenna, the actual integrated circuit used
in the RFID tag, the material and thickness of the material the tag is covered
or protected with, the type of antenna the tag uses, the material to which the tag
Is attached, and more.

Although the theoretical reading range of RFID tags may be listed in the
specification as 5 meters (ideal conditions), in reality, it may be as little as 1 meter if
the tag is attached to an object that is on a metal surface surrounded by water
and electromagnetic waves (not ideal conditions).

In general, the maximum reading distances for RFID tags are as follows:

— 125 kHz and 134.3 kHz. Low-frequency passive RFID tags — reading
distance of 30 cm or less — usually 10 cm, unless a very large tag is used, which can
have a reading distance of up to 2 meters when attached to metal;

— 13.56 MHz. High frequency passive RFID tags — maximum reading distance
of 1.5 meters — usually less than 1 meter. A single or multi-port reader and special
antennas can be used to extend the reading range to a tag with a longer distance or
wider RFID reading area. To get more than 1 meter, you need a reader with an RFID
output power of more than 1 W;

— 860 MHz to 960 MHz. Ultra-high frequency passive RFID tags — minimum
reading distance of more than 1 meter. For example, Gen2 tags can have a reading
range of up to 12 meters, but newer generations of chips with a plus antenna increase
this distance to more than 15 meters. Gen2 tags can have frequencies of 860 MHz or
902 MHz. Gen2 EPCqglobal tags have a frequency range from 860 MHz to 960 MHz.
Battery-equipped Gen2 Semiactive tags are semi-passive (semi-active) tags with
a reading range of up to 50 meters. Gen2 Semiactive tags are just entering the market;

— 860 MHz to 960 MHz. Integrated circuits of the 3rd and 4th generations.
The new generations of integrated circuits (Monza4, Higgs3, and NXP G2XM) are
now available in a variety of embedded designs. The use of a different silicon crystal
provides up to 40% more sensitivity while reducing RF interference. This means
that tags that use the new generation of silicon can have a reading range of more
than 16 meters according to FCC regulations for 4 W EIRP [9];

— 433 MHz. Ultra-high-frequency active RFID tags — reading range up
to 500 meters;

— 2.45 GHz. Ultra-high frequency active RFID tags — reading range up
to 100 meters. There are several different modulations for 2.45 GHz. These active
tags can also provide real-time location information.

92



General description of the system

The system’s functioning is based on the fact that there is always information
about what products are available at a given time in the store/warehouse, etc.
In other words, the system tracks when the products appeared and when they
were used, sold, or disposed of.

An important parameter of this system is the suitability of goods for
identification. In the previous sections, it was noted that most goods are labeled
by manufacturers using barcodes. This method is the cheapest, as it requires
only printing a barcode on the package, which has a small area and consists
of only black and white stripes of different thicknesses. There are other types
of identification, but they require the use of additional devices, which increases
the cost of manufacturing the product.

But in terms of usability, barcode identification has certain disadvantages,
namely:

—to read a barcode, you need to have direct access to the code itself.
Any obstacle will make it impossible to read the code correctly.

— barcodes do not have the ability to record and read additional data other
than the identifier;

— barcodes require too much human time and work, as each barcode must be
scanned individually;

— barcodes have a low level of security because they can be easily falsified;

— barcodes are easily damaged because they are printed on the outside of
product packaging.

Therefore, to increase the degree of automation of the process, it was decided
to use an identification tool that does not require human intervention.
Radio frequency identification (RFID) was chosen as this technology.

A significant advantage of increasing automation is that to use this method, the
user only needs to attach an RFID tag to any type of product. From that moment on,
this product can be entered into the accounting system. This makes it possible to add
even those products whose packaging does not have a barcode. RFID tag readers
react instantly when a tag comes within their range. There is no need to fix the tag in
a certain way under the reader, but only to bring it to the minimum required distance.

Any type of product has a certain time of existence from the moment it is
produced or purchased to the moment it is disposed of or sold. This is the life cycle
of the product in the company’s warehouse. As noted, in order to determine
which item should be purchased/produced again, it is necessary to track when it was
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used or disposed of. That is, the system should detect when the life cycle of these
products has ended.

To monitor the life cycle, it was proposed to rely on the identifier assigned
to the product at the stage of entering the system. For this purpose, it is necessary
to identify products at the exit from the warehouse or near it.

In the context of the software and hardware complex being developed as
a warehouse product monitoring system, the integration of radio frequency
identification technology into the system will allow users to avoid unnecessary
operations to add input data to the system. To identify products as recycled/sold,
the user only needs to place an RFID reader near the warehouse exit in advance.

However, the use of RFID results in increased costs for the user.
Unfortunately, RFID tagging of goods in stores is rarely seen today, as it is not
always feasible. Only valuable goods are subject to this method of labeling.

Still, the trend toward replacing barcodes with RFID tags is progressing
globally. This year, Kroger, the third largest retailer after Wal-Mart and The Home
Depot, introduced a new store format where RFID tags are used instead of barcodes
for accounting. Together with Microsoft, they have implemented payment at the
checkout via a mobile application using NFC chips [10].

Such events with the participation of world-famous companies in the field
of marketing are evidence that in the future the world may abandon the use of
barcodes in favor of RFID tags. Therefore, we can say that for today’s potential users
of the system under development, the inconvenience associated with the need to
independently label goods with radio frequency tags is only temporary. In the future,
when RFID labeling is provided by retailers or even manufacturers, users will not
need to spend time and money on labeling goods themselves.

The software is designed in such a way that it can process data from any
of the devices — an RFID scanner or a smartphone. This provides a fairly wide
range of alternatives in the context of modern product identification tools.
The received identifier will be transmitted to the server via the Internet and processed
by the software.

In the developed hardware and software complex, the software part should be
responsible for processing information coming from physical devices and presenting
it in a user-friendly manner.

The most optimal way to implement this is to create a web application.
To identify the user, the web application provides for account registration.

The software and hardware complex is designed for use in premises where it is
necessary to automate warehouse logistics. The hardware part of the complex
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consists of two devices. One of them should be placed at the exit of the warehouse,
as it is responsible for recording the fact of disposal/sale of a product unit.

The other device will be used to mark products with radio frequency tags.
With its help, the user will record the appearance of a certain RFID tag in the
system, and then associate it with a certain product from among those already
available in the monitoring system.

Both devices are autonomous units as they have their own power source —
a battery that can be charged via the micro-USB interface. This mobile approach
makes it easy to place these two devices in any room without the need to provide
them with stationary power.

Block diagram of the subsystem
and algorithm of user interaction with it

The radio frequency identification subsystem includes the ability to add tags to
new products, track tags of existing products, and remove tags of sold/disposed
products. Its block diagram is shown in Figure 7.

MFRC522 o - MFRC522
RFID Remover | % ESP8266 RFID
Assigner
A y
4 h 4
APl server < > ESP8266
‘ 1
A 4 A 4
Web application < > Database
A A
Authonzation service [« » Monitoring service

Fig. 7. Block diagram of the product identification subsystem

The location of the tag removal and addition subsystems remains unchanged —
the device is located at the entrance and exit of the warehouse. As soon as a tag
appears within the range of the RFID reader, it immediately reads it and sends the
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identifier data to the server for further processing. To solve the problem of the
absence of marking goods with radio frequency tags, a similar device is used —
an RFID tag reader. The main task of this device is to register an RFID tag in the
system. This requires special sticker tags. Each tag scanned by this device becomes
visible to the monitoring system but is not yet tied to a specific product. Such a tag
can be called “free”. To bind a tag to a product, the user sticks it on the product
packaging. Then, in the web application, the corresponding button is clicked opposite
the desired product, linking it to the free label. Now the system knows that the label
with a certain identifier is tied to a specific product. Thus, the user can label all
available products using the advantages of radio frequency identification.

Implementation of the software part

Description of API methods

The software part of the system provides an open API (application
programming interface) for interacting with remote devices and functions as
a web server for client applications. An API is an interface or protocol for
communication between a client and a server that simplifies client-side software
development. This interface has predefined methods and a format for responding
to requests to these methods. This means that a developer working on
software for hardware devices knows what data and in what format should be
sent to the server to get the desired response.

The system’s API is developed using MVVC Core and is a dedicated controller
that provides the following public methods for interacting with the hardware
and the client application:

— GetProduct;

— AddUserProduct;

— AddUnassignedRfid;

— BindUnassignedRfidToUserProduct;

— UserProductToBin;

— UserProductToBinByRfid.

Below is a description of each APl method and all the necessary parameters
to work with it.

GetProduct. Provides data about the product: its ID, name, and a brief
description.

HTTP request: GET /api/get-product.

The URL parameters of the GetProduct method request are shown in Table 1.
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Table 1
GetProduct method

Type: string

code

Description: product barcode

If the request is successful, the response body will look like this in
JSON format:
{
success: <bool>, product: {
id: < product ID >, title: < product name >, description: < product description >

}

}
AddUserProduct. Adds a product to the monitoring subsystem for the

corresponding user.

HTTP request: POST /api/add-user-product

The URL parameters of the AddUserProduct method request are shown
in Table 2.

Table 2
AddUserProduct method

Type: string

userld —
Description: user ID

Type: int

Description: product identifier

Type: int

Description: number of product units

If the request is successful, the response body will look like this in
JSON format:

{success: true }

AddUnassignedRfid. Adds a free RFID tag to the system. In this state,
the tag waits until the user assigns it to a specific product through the web
application interface.

HTTP request: POST /api/add-unassigned-rfid.

The URL parameters of the AddUnassignedRfid method request are
shown in Table 3.
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Table 3
AddUnassignedRfid method

fid Type: string

Description: RFID tag identifier
Type: string
Description: user 1D

If the request is successful, the response body will look like this in
JSON format:

{success: true }

BindUnassignedRfidToUserProduct. Binds a free label to an existing product
in the monitoring subsystem for the current user. The corresponding record
Is added to the database

HTTP request: POST /api/bind-unassigned-rfid-to-user-product.

The URL parameters of the BindUnassignedRfidToUserProduct method
request are shown in Table 4.

Table 4
BindUnassignedRfidToUserProduct method

Type: int

Description: identifier of the record
in the monitoring subsystem to which
the RFID tag will be attached

userProductld

If the request is successful, the response body will look like this in
JSON format:

{success: true, message: "RFID tag successfully attached to product'}

UserProductToBin. Removes a certain number of products associated with
a certain user from the monitoring system. If there are no more such products
(all units have been disposed of/sold), the record is completely deleted
from the database.

HTTP request: POST /api/user-product-to-bin.

The URL parameters of the UserProductToBin method request are
shown in Table 5.
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Table 5
UserProductToBin method

Type: string

userld — ——
Description: user identifier

Type: int

Description: product identifier

Type: int

quantity

Description: number of product units

If the request is successful, the response body will look like this in
JSON format:

{success: true }

UserProductToBinByRfid. Performs the same actions as the UserProductToBin
method. The search criterion for finding a record to delete is another record that
links an RFID tag and a product. This record is located by the tag ID passed to the
request. After the item is successfully removed from monitoring for the current
user, the record linking the RFID tag and the item is deleted from the database.
The RFID tag with the corresponding ID can be used again to link to another item.

HTTP request: POST /api/user-product-to-bin-by-rfid.

The URL parameters of the UserProductToBinByRfid method request
are shown in Table 6.

Table 6
UserProductToBinByRfid method

Type: string

rfid

Description: RFID tag identifier

If the request is successful, the response body will look like this in JSON
format:

{success: true }

Using the above methods, the entire business logic of the software
and hardware automation complex is implemented. All devices that interact
with the goods in one way or another send the received data as parameters to
the API methods via the Internet.
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Client web application

The client side is presented as a web application consisting of several pages.
The main page is the central page and contains links to the pages for adding
and deleting products via smartphone, a list of available products in the warehouse,
and a button for recording voice commands. The list of goods is generated
from the database and displays the goods available in the monitoring subsystem
for the current user. Each item in the list includes the name of the product and the
number of available units. At the end of each line, there is a functional menu
with the following options:

— attach RFID tag: by clicking this option, a free RFID tag will be associated
with the selected item and the corresponding record will be added to the database;

— edit: this action redirects the user to the edit page, where you can change the
number of available items. This allows you to easily add or delete items in the
process of maintaining warehouse accounting;

— delete: this action deletes the record of the selected item from the database
for the current user.

The web application supports voice control, which can be more convenient for
users compared to scanning barcodes with a smartphone camera. This functionality is
especially useful for people with disabilities. For basic interaction with goods, voice
control supports two commands: adding and removing goods from the monitoring
subsystem. The commands should be pronounced clearly, according to the name of
the product displayed in the web application, since the search is carried out by the
name, not by the identifier on the package.

To use voice control, press the red button on the home page (Fig. 8).
This activates the device’s microphone and starts recording the voice command.
Next, the user must say the command in the format: action (adding or deleting)
and the name of the product to which this action should be applied.

A pop-up window will display the result of command recognition. Since even
modern algorithms do not always recognize the Ukrainian language accurately,
it is appropriate to confirm the action in this way. If the command was recognized
correctly, the corresponding requests are automatically sent to the web application
API. The user will see a message about the successful completion of the operation.
If the voice command is recognized but does not match the template, the
user will receive a notification about this, as well as the text of the recognized
command on the main page.

To implement human speech recognition in a web application, the Web Speech
API is used. This API consists of two main components: speech synthesis and speech
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recognition. Speech synthesis is available through the SpeechSynthesis interface,
which allows programs to play human language text through built-in speakers.
This can be done using different voices and with intonation features, such as
emphasizing bold text with intonation.

ShoppingListArduino —

HaTUCHITL HA YEpBROHY KHOMKY Ta
NOYHITL AOAABATH TOBAPH.
Hanpuknapg "nopatu cine'.
...QiarHoCTUYHi NOBIGoMAEHHR

Xnib npubanTifcerui
CepseTku BONOri
Cine

Cywku Kuigceki
CepeeTkr Nnanepoei

Body Cream

UT39C+

® 2019 - ShoppingListArduino

Fig. 8. Home page of the web application

Speech recognition is implemented through the SpeechRecognition interface,
which allows you to detect and interpret human speech from audio recordings made
by the device’s microphone. The SpeechRecognition object is created by the interface
constructor, which allows you to recognize the speech context in the recording.
The SpeechGrammar interface is a container for a set of grammars that a web application
should recognize and is defined using the JSpeech Grammar Format (JSGF).

JSpeech Grammar Format is a cross-platform way to represent grammars
for speech recognition. These grammars help speech recognition systems determine
what to listen for. In other words, the grammar creates a message template that
the speech recognition system is guided by.

For the Chrome browser, the SpeechRecognition interface uses server
resources for recognition, meaning that the audio is sent to a web service for
processing. Thus, this operation requires an internet connection.
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In order to add new products to the internal database of the web application,
you need to go to the corresponding page. The link to it is located in the main menu.
This page contains a list of all items in the database. A screenshot of this page
Is shown in Figure 9.

In addition to the list of products already in the database, the page contains
a link to the page for adding new products. By clicking on it, the user must
fill out a form with three fields (Figure 10). In this form, you must specify
the identification code, product name, and description for each field. When the user
submits the form, the added product will instantly appear in the updated list
of available products in the web application database.

ShoppingListArduino  Basa aanux Tosapis Mpueit, test@mail.com!  Buxin

Basa paHux ToBapis

Hopartu Toeap

Title Barcode Description

Xni6 npubanTifcbKuin 4820136405090 TM "KuiBxni6" Edit | Details | Delete
Cik Sandora anenbcuHoBui. 1n 4823063112840 Cik Edit | Details | Delete
CepBeTku Bonori 4823090108915 TM "KoxeH geHb" Edit | Details | Delete
Belvita 7622210899286 Mevyunso Edit | Details | Delete
Cine 4820021870026 Cinb-nicok Edit | Details | Delete
Cywkn Kuiecbki 4820136406080 TM "Kuisxni6" Edit | Details | Delete
Mukpodon Chen yun 2712641040007 Edit | Details | Delete

CAnRATIZA AAAARAR H 4029719002104 EAit | Nataile | Nalata

Fig. 9. List of all names in the database
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Hopnatu

Haszap po cnucky

© 2019 - ShoppingListArduino

Fig. 10. Form for adding new products to the web application database
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Hardware implementation

The hardware consists of two devices that are designed to automate the process
of removing products after they have been sold or disposed of. As described above,
all of these operations can be performed using a smartphone via a web application.
But this will create additional inconvenience, as in this case, it is necessary to have
a smartphone at hand at the time of each user action. Let’s take a closer look at
these devices.

To transfer data via the Internet, the module must connect to the user’s Wi-Fi
network. Usually, the standard library for working with ESP8266 requires explicit
programming of the SSID and password of the access point to which the module
connects during initialization. This creates inconveniences for the user, since it is
quite difficult to change the firmware of the ESP8266 module every time the access
point is changed. To solve this problem, we decided to add a corresponding
behavioral template to the program.

At startup, the module scans for available access points within the antenna
range. If no SSID and password are stored in the module’s memory, the module
switches to web server mode and creates its own access point. The user connects to
this access point using a mobile phone. Then a web page opens, usually located
at http://192.168.4.1.

This page displays all available access points within the module’s coverage
area. The user selects the desired access point and enters its password. In this way,
the user provides the Wi-Fi module with information about the access point to which
it is to connect. The access point data is stored in the module’s flash memory, and the
module automatically reboots. During the next initialization, the module matches the
access points stored in the flash memory with those available in real time. After that,
the module connects to the network it knows and starts executing its program.
The access point configuration page for the ESP8266 module is shown in Figure 11.

To transfer data to the API of the web application program part via the Internet,
the ESP8266 Wi-Fi module was selected. However, since the scanner module
requires 4 digital pins to communicate via the SPI interface and one digital pin for the
RC522 RST module, the standard ESP-01 module is not suitable. Among the various
options, the ESP-12E module was chosen, which has more ports, increased
flash memory and a more powerful antenna.
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O 192.168.4.1/wifi?#p ] ©

Configuration

JAMguest & 100%
JAMnet 2.4GHz & 100%
TP-LINK 73EB 62%
1+1=3 52%
eye3a 50%
kejwifi 24%
TOTOLINK14 2.4G 14%

SSID

JAMnet_2.4GHz

Password

m*nni

save

Fig. 11. Access point configuration page

Conclusions

The main goal of the research is to increase the efficiency of identification
of finished products in production. The proposed product identification system allows
to improve the approaches and methods used to collect, analyze and record data on
finished products during movement using IoT technology.

The technological feature that distinguishes the proposed automation system is
the support of an alternative, more advanced method of product identification.
The Radio Frequency Identification (RFID) method proved to be the most suitable
for this role. The identification process includes identifier creation, reading,
processing, analysis, and integration of data. The use of the Internet of Things (110T)
technology significantly expands the capabilities of identification systems by
providing continuous monitoring and automation of data processing. In general,
the work performed demonstrates the possibility and effectiveness of using lloT
technology to develop product identification systems, which can significantly
Improve management and accounting processes at the enterprise.
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